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1
Decision/action requested

This document discusses the potential mechanisms of security policy provisioning for SEPP, analyses and compares the characteristics of different mechanisms, and proposes to add related security solution to TS33.501.
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Discussion
The cSEPP (the SEPP in the consumer PLMN) and pSEPP (the SEPP in the producer PLMN) needs to protect certain sensitive information in N32 messages according to its own security policy. However, how to provision the security policies to SEPPs is still under discussion. Currently, there are several potential solutions:
3.1 Possible solutions
Solution 1: Local configuration of message protection policy
The SEPP shall support local configuration of message protection policy, e.g., by OA&M system. Configuration may occur during initial provisioning of SEPP or through dynamic updates any time the policy needs an update e.g., due to network configuration change [2].
Drawback:
The policies are related to the services. When the services on each NF need to be updated, the corresponding policies on the SEPP need to be updated too. Therefore, the update on each SEPP will increase the maintenance difficulty of the operator.
Solution 2: Signaling based provisioning of message protection policy in partner SEPPs
When the local SEPP in a network gets its initial copy of the message protection policy or if there is an update in the network that resulted in an update to its copy of the message protection policy the local SEPP shall send its own policy through registration messages to each of its remote partner SEPPs in different networks. In the response, the SEPPs in the remote network may decide to provide the latest version of its message protection policy [3].

Drawback:
If the sending SEPP carries its own policy through registration messages, the sensitive information such as SUPI in the registration message cannot be protected, because the sending SEPP may not have the policy of the receiving SEPP at this time. 
Solution 3: Policy provisioning during the registration and discovery flow
Another possible solution is to implement the provisioning of security policies in the NF registration and discovery procedure. The following uses the AMF to invoke the AUSF Nausf_Auth service as an example:
The AUSF registers its own service list to the NRF and send the corresponding security policies for each service. The vAMF discovers the hNRF through the vNRF to provide the profile which includes the Nausf_Auth service and the security policy corresponding to the service to the hSEPP. The hSEPP forwards the policy to the vSEPP. The AMF invokes the Nausf_Auth service and sends the request to the vSEPP. The vSEPP encrypts the sensitive information in the request message according to the security policy received in the home network. 
Drawback:
1) Since the security policies required for the same service in an operator’s network are the same, the security policies provided by each NF when registering services to the NRF may cause the NRF to receive lot of duplicate policies from each NRF, resulting in a lot of unnecessary handling are exist;

2) The NRF needs to collect the security policies from each NF. If the network is upgraded, the NRF needs to interact with all NFs to obtain updated policies.

3) In the service discovery response message, the NRF will also send the token corresponding to the requested service which also needs to be protected. This solution does not consider this requirement.

4) In addition, this solution does not consider scenarios in which the home network and the visited network may have different security policies.
3.2 Conclusion
Based on the above analysis, current solutions have some drawbacks. Compared with the above solutions, a method to configure the security policy of each service to the PCF as specific in CR S3-181796 avoids the drawbacks of the current solutions:

1. For drawback of solution 1, since the PCF stores various policies (including user plane security policies, etc.), it is reasonable to store the security policies of various services on the PCF. When the services needs to be updated, it only needs to be updated on the PCF which avoids maintaining difficulty of the SEPP update. 
2. For drawback of solution 2, the cSEPP can obtain the pSEPP message protection policy through the response message in the service discovery procedure. The cSEPP can protect the registration request message according to the policy obtained during the service discovery procedure.
3. For drawback of solution 3, configuring the security policy of each service to the PCF can avoid impact of service upgrades on the NRF and prevents the NRF from maintaining the security policy context with all NFs. 
4. For drawback of solution 3, the pSEPP may request the security policy of service authorization from the PCF.  The pSEPP may protect the authorization token based on the security policy of service authorization.
5. For drawback of solution 3, after received the response message from the pSEPP, the cSEPP may return the cSEPP-supported security policies to the pSEPP.
Therefore, the solution based on configuration security policy on the PCF is more reasonable and shall be approved into TS33.501.
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Detailed proposal

SA3 is kindly recommended to endorse the above conclusions and address the new solution in the corresponding CR S3-181796.
